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As we near the end of what can only be
described as a stressful and financially strained
year for many South Africans, this issue of
Money Smart News provides some helpful tips
as we head into the festive season, and warns
consumers against making reckless spending
decisions this Black Friday. With so many of us
still feeling the economic impact of COVID-19, it
is important to be more cautious than ever to
not overspend, on things we do not need.
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With
the
festive
season
approaching,
consumers also need to be aware of the
increase in identity theft and scams and take
steps to protect themselves from becoming
victims of these fraudulent activities. This
issue also contains vital information on how to
distinguish between a legal Stokvel, Ponzi and
Pyramid scheme.
We are approaching Money Smart Week South
Africa (MSWSA) 2021, a Money Smart initiative
running concurrently with Global Money Week
from 22-28 March, with a variety of empowering
financial education events taking place virtually
or physically around the country. Stay up to
date with all the latest news by signing up for
the newsletter at www.mswsa.co.za.
Remember to follow Money Smart Week South
Africa on social media:
Facebook: @MSWSA
Twitter: @MSW_SA
LinkedIn: @MSWSA

STAY VIGILANT THIS FESTIVE SEASON
- DON’T BECOME A VICTIM
As we are approaching a time to celebrate and enjoy the festivities, this is also
unfortunately an opportune time for criminals to take advantage of consumers who
might become more relaxed when it comes to protecting their identity and their
money. The South African Banking Risk Information Centre (SABRIC) has embarked
on a Festive Season Awareness Initiative. Here are some tips and advice:

Carrying Cash Safely:
•
•
•
•

Carry as little cash as possible.
Consider the convenience of paying your accounts electronically (consult your bank to find
out about other available electronic options).
Consider making use of cell phone banking, internet transfers or ATMs to do your banking.
Never make your bank visits public, even to people close to you.

Cybercrime:
•

•

•

•

•
•

•

Protect yourself against fraud by registering
for additional security that sends a One
Time Pin (OTP) to your phone when making
a payment.
Shopping for cheap online specials can
be an expensive mistake. Watch out for
e-mails offering crazy #BlackFriday deals.
If it seems too good to be true, it probably
is. Learn more: https://www.sabric.co.za/
stay-safe/phishing/.
Watch out for spoof e-commerce sites
advertising #BlackFriday specials. Criminals
only need to change one digit of a web
address to create a spoof website and steal
your data.
Be wary of unfamiliar e-commerce sites,
especially if they do not redirect you to
confirm your transaction via your banks 3D
secure page or via your own banks mobile
app before you pay. Learn more: https://
www.sabric.co.za/stay-safe/cyber-crime/.
Never supply your OTP to anyone whilst
conducting an online transaction.
Never click on unknown links in emails, or
open email attachments from unknown
sources, and never foward the emails.
Only shop at reputable retailers and avoid
unknown ones, even if the offers are
amazing.

Social Engineering:
•

•

Do not ever click on any links in SMS’s or
emails stating that your lost or stolen device
has been located as criminals use this to
get your banking App credentials.
Always be vigilant by being aware of who is
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ATM Crime:
•
•
•

•

•

•

around you when using your banking App.

Banking App:
•
•
•

Always log out of your Banking App manually
once you have finished transacting.
Keep your daily EFT and ATM limits low as
to protect yourself.
Some Banking Apps and internet banking
profiles will require that contact be made
with the bank before the limit can be
increased on your profile.

•

•

•

Follow the instructions on the ATM screen
carefully.
Be alert of your surroundings.
Do not use the ATM if there are loiterers or
suspicious people in the vicinity. Be aware
that fraudsters are often well dressed, wellspoken and respectable looking individuals.
If you are disturbed while transacting at the
ATM, your card may possibly be skimmed
by being removed and placed back into
the ATM without your knowledge. Cancel
the transaction immediately and report the
incident using your bank’s Stop Card Toll
free number, which is displayed on all ATMs,
as well as on the back of your bank card.
After successfully transacting at the ATM,
leave immediately. Be cautious of strangers
requesting you to return to the ATM to
finalise any transaction as skimming may
occur during this request.
Never force your card into the slot if you
experience initial difficulty, as it might have
been tampered with. Always cancel this
transaction.
If your card is swallowed by the ATM,
immediately notify your bank and cancel
your card.
Set a daily withdrawal limit that suits your
needs to protect yourself in an event that
your card and PIN are compromised. Every
bank will have its own default amount
which you must check and adjust according
to your needs.
Check your balance regularly and report
discrepancies to your bank IMMEDIATELY.

For more information about this and other ways to keep safe, go to www.sabric.co.za and follow
them on Facebook, Twitter, Instagram and LinkedIn.
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DON’T LET BLACK FRIDAY LEAD TO “BLACKLISTING”!
Black Friday fever is here; Consumers are cautioned against
making reckless spending decisions and are encouraged to be
responsible spenders this Black Friday. Consumers should first
draw up a list, separating their “needs” from their “wants”, then
look into their budget to determine whether there are funds
available for the intended purchase, so as to avoid unnecessary
future financial difficulties.
If a consumer has no surplus funds and has the only option to
buy on credit, they need to consider the credit-related costs that
they will incur and their ability to repay the debt and then decide
whether it is worth spending on credit for Black Friday.
If consumers did not plan or budget for Black Friday, they are
cautioned not to use credit to make these purchases. Credit
purchases are more expensive over the long run than the short
term Black Friday savings discount. When you buy on credit, you
will be liable for related costs such as interest, monthly service
fees, once-off initiation fees and credit life insurance to name but
a few.
Consumers should never take for granted the value of planning
and budgeting. By drawing up a list of your needs, income and
expenditure, you avoid falling into the trap of buying things you
do not need and/or cannot afford.

Love it or hate it, Black Friday
has become a big part of our
shopping calendar. While it is
relatively new in South Africa,
its growth in popularity has
been astounding. Black Friday
is an informal name for the
Friday after Thanksgiving in
the United States, which is now
regarded as the start of the
Christmas shopping season.

By budgeting, you will be ensuring
that your spending is within your
means. Although Black Friday may
indeed be providing consumers
with an opportunity to buy goods
on special and discounted prices,
consumers need to make use of
this opportunity in a responsible
and cost effective way.

Buying on credit without a plan may lead
to the inability to pay the credit granted.
Should the consumer be in a position not
to repay the credit, credit providers will
take legal action, and this will negatively
affect your credit record. Once you have a
negative record as a consumer, not only will
accessing future credit be a struggle, but it
will also be more expensive, because credit
providers will charge you higher interest
rates in comparison to those who have
positive credit records. This can also affect
people seeking employment in cases where
the job requires you to be financially sound.

Helpful tips for consumers
for Black Friday:

•
•
•

•
•

Reckless and impulsive buying on credit for
unplanned Black Friday specials will not be
saving consumers any money. Consumers
should not allow Black Friday to lead to a
“Blacklisting” and letting a one-day event
lead to a lifetime of struggle.

•

•
•

•
•
“Blacklisting” is an informal term
used by many to refer to negative/
adverse listings and /or judgments
at the credit bureaus.

Plan and draw up a list of what you need.
Set a realistic budget of what you can
afford to spend and stick to it.
Check the items and prices before Black
Friday to do a comparison on the prices
and to ensure that you are getting a better
deal.
Should you decide to buy, stick to what is
on the list.
If buying on credit, consider the related
costs; you may not be saving.
If buying on credit, consider your ability to
repay the debt; you may be signing up for
financial troubles.
Remember, Cash is king!
Remember, not everything is really a deal,
some items may be reduced even further
closer to Christmas time.
Avoid buying food on credit.
Do not forget to conduct a financial health
check and get a free copy of your credit
report from registered credit bureaus on
the NCR’s website: www.ncr.org.za.or
call 0860 627 627

About The National Credit Regulator

The National Credit Regulator (NCR) was
established in terms of the National Credit Act
34 of 2005 (the Act) and is responsible for the
regulation of the South African credit industry.
The NCR offers education and protection to
consumers of credit in promotion of a South
African credit market that is fair, transparent,
accessible and dynamic. For more information, go
to https://www.ncr.org.za. or call 0860 627 627
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THE PSYCHOLOGY OF SHOPPING!
The ‘feel good’ psychology of buying is linked to the release of dopamine in the human
body. Sales with the retail space specifically target these feelings, wanting us to feel
satisfied and fulfilled by buying things we might not necessarily need at all! In fact,
research conducted by Claremont Graduate University in 2010 suggested that advertisers
use images that cause our brains to release “happy hormones” to build trust in a product
or brand, and thereby increase sales and Black Friday is no exception.
The Credit Ombud asks that consumers be alert to Black Friday excitement and to remain financially
savvy by taking into account the following key tips.

1

Plan and budget for the items you wish to purchase. We suggest that you compile a list of your
monthly income and expenses and subtract your expenses (including debt obligations) from
your income. Use that as an indicator to budget for your Black Friday purchases.

2

Be vigilant when making purchases online. With the enhanced ease to shop online, there
comes a corresponding risk relating to fraudulant activity. Protect yourself from buying from
unknown sources and ensure that a secure payment method is used.

3

Check your bank statements for any unusual debits.

4
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Avoid purchasing on credit and if you
must, then ensure that you understand
the total cost of credit. Always enter
into credit agreements with registered
credit providers.

Shop around for the item you wish to
purchase by comparing prices.

Your credit score is your credit
reputation. It is a score credit providers
use, among other affordability criteria,
to decide if they want to extend credit
to you now or in future. One of the
important factors when calculating a
credit score is your monthly payment
behaviour. Past credit behaviour is an
indicator of future payment behaviour.
Your credit score offers some telling
insights into the state of your finances.
Keep your credit profile up to date at all
times and watch out for any warning
signals that might impact on your
positive credit score.

Consumers can contact the office of the
Credit Ombud for FREE assistance if they
experience any issues relating to non-bank
credit agreements with credit providers
such as the clothing and furniture retailers
as well as micro-lenders, fraudulent listings,
emolument attachment orders (“garnishee
orders”) or general complaints about their
credit bureau listings.
Call 0861 66 28 37 or send an SMS to 44786
email ombud@creditombud.org.za or go to
www.creditombud.org.za.
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HOW TO DISTINGUISH BETWEEN
A LEGAL STOKVEL, PYRAMID AND
ILLEGAL PONZI SCHEME
THE HISTORY OF STOKVELS

Originally Stokvels were referred to under the term
“stock fairs”, a practice dating back to the 19th
century by English settlers in the Eastern Cape as
a rotational cattle auction. This was an in person
gathering with attendance as key for participation.
The foundation of this culture was built on trust.

The increasing numbers and popularity of stokvels
and the reliability members place on them have
resulted in scammers trying to swindle members
out of their hard-earned savings and investments.
Scammers pose as legitimate stokvels, investment
schemes or property stokvels.

This foundational element of trust has remained
over the years. This financial vehicle evolved
into what is today known as a Stokvels: a unique
financial system created within communities by
the members and for the members, built on need,
trust and a common goal for financial relief.

However, these are often nothing more than just
a get rich quick scheme in the form of a Ponzi or
pyramid scheme.

Over time, the types of stokvels have increased
significantly from rotational, grocery, investment,
burial to social. The stokvel market has grown
remarkably over the years, becoming a key financial
vehicle that many people rely on and amassing
revenue in the millions.

This has encouraged the need for the National
Stokvel Association of South Africa (NASASA) to
educate on, protect and preserve this financial
system which is a legitimate means for many to
achieve financial stability and wellbeing

DESCRIPTION

How to distinguish between a legal Stokvel, an illegal Pyramid and
illegal Ponzi scheme
LEGITIMATE STOKVEL

ILLEGAL PYRAMID SCHEME

ILLEGAL PONZI SCHEME

A Stokvel is an informal
savings pool/club to
which members regularly
contribute an agreed
amount. From this they
receive a lump sum payment
on rotation.

A Pyramid scheme
is a scheme where
members receive money
(administration fees)
from and by recruiting
other people as members.
Sometimes these schemes
are disguised as businesses
or investment opportunities
mostly aimed at selling
legitimate financial products
or services. Sometimes
scam artists trick you into
thinking that you are joining
a legitimate Stokvel.

A similar kind of fraudulent
scheme is the Ponzi scheme,
named after Charles Ponzi
from the 1920’s. Ponzi falsely
promised investors that they
would make a profit of 50%
in three months.

Just as some people exercise
more when they have an
exercise buddy, others find it
easier to save when they do
it in a group.

PERIOD/DURATION

CHARACTERISTICS

Pyramid schemes are not
real investment vehicles
or genuine business
opportunities.
A member can invite others
to join, however is not
required to recruit other
members into the Stokvel. As
part of a Stokvel, members
only pay a prescribed
amount.

Members are always required Ponzi schemes are based
to recruit others into the
on fraudulent investment
scheme.
management services.
Members contribute money
There is usually a joining or
to the “portfolio manager”
administration fee.
who promises them a high
return. When members
want their investment paid
out, this is done using the
incoming funds contributed
by participants who join at a
later stage.

Can be short or long term.
No interest earned. What
you put in is what you get
out. The only risk is that the
person you entrust your
money to, runs away with
everyone’s money.

You are promised huge
returns within a short period
of time.

However, most Stokvel
members know each other
and have a genuine and
enduring relationship.

You are promised huge
returns within a short period
of time.
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LOCATION OF MONEY AND RATE OF RETURN
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LEGITIMATE STOKVEL

ILLEGAL PYRAMID SCHEME

ILLEGAL PONZI SCHEME

A member knows where
their money is kept and
when and how much they
will be paid out.

Money simply exchanges
hands with no real economic
activity or products attached
to it.

The member benefit is
well specified in terms of
quantum and timing.

Where products are sold,
they are mostly a smoke
screen to hide the pyramid
scheme.

The person organising this
type of fraud manages the
entire operation. They merely
transfer funds from one
client to another. There is no
real investment product.

Ponzi schemes are
also sometimes run via
WhatsApp by scamsters
Significant returns are
who use a method of fraud
derived from the recruitment known as “identity hijacking”.
of people and not from the
actual sale of the product.
Identity hijacking is when a
well known person’s identity
is used fraudulently by
criminals, posing as wellknown financial institutions,
to extract money from
individuals.

Useful contacts:
National Stokvel Association of South Africa
(NASASA)
Telephone

087 898 0987

E-mail

info@nasasa.co.za

Website

www.nasasa.co.za

11

Anyone who becomes aware of a pyramid scheme
should report it to the National Consumer
Commission (NCC).
Telephone

012 428 7000 / 012 428 7726

E-mail

complaints@thencc.org.za

Website

www.thencc.gov.za

If you want to report illegal deposit-taking schemes,
contact the South African Reserve Bank (SARB) or
Prudential Authority (PA).
Telephone

012 313 3911 / 0861 12 7272 (General
enquiries)

Call Centre
number

0800 20 37 22 (FSCA)

FSCA
switchboard

012 428 8000

E-mail

info@fsca.co.za

Website

www.fsca.co.za

To learn more about scams and check if you are
being targeted visit the Fraud Alert website
www.fraudalert.co.za
Southern African Fraud Prevention Service

E-mail

SARB-PA@resbank.co.za

Telephone

011 867 2234

Website

www.resbank.co.za

E-mail

safps@safps.org.za

Website

www.safps.org.za

To check if a financial services provider or financial
advisor is authorised to sell you financial products
and services, you can contact the Financial Sector
Conduct Authority (FSCA).
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CONSUMER SURVEY
Research is being conducted to obtain feedback about the Money Smart Week South Africa (MSWSA)
platform, to obtain information about the efficiency of the digital channels as a method to share
financial literacy information, as well as the useful nature of the information received via these digital
channels.
The information given will be kept confidential and used only for the purposes of this specific study.
The type of questions include the social media platforms you may use, where you are from, your level
of education and what kind of financial information you might like to learn more about.
Completing this questionnaire should take approximately 5 minutes and you may withdraw at any
stage you like. Please click here to complete this survey to help us to improve the way we communicate
and to help more South Africans to become more financially literate.
Look out for further details as we motivate and empower South Africans to become more educated
about their finances. Please go to our website www.mswsa.co.za for more details.

Sign up for this newsletter at www.mswsa.co.za
Follow us on Facebook, Twitter and LinkedIn.
Please email info@mswsa.co.za should you have any
queries, comments or questions.

